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Overview – 10 min

Drivers for Change -15 minutes

Executives – 45 minutes

Options – 20 minutes

Risks – 40 minutes

Considerations – 25

Path – 30




MANAGING FRAUD
PROACTIVE LY
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—TURN THE TABLES ON
FRAUD NETWORKS

AMONG YOUR GREATEST THREATS ARE FRAUD

NETWORKS WORKING IN CONCERT TO CHEAT THE
SYSTEM.

“FRAUD SUPPLY CHAIN" NETWORKS ARE
PERVASIVE AND VIRAL

FAILURE TO “CONNECT THE DOTS” PLACES THE
YOUR AGENCY IN A PERPETUAL REACTIVE STATE

TO MANAGE FRAUD PROACTIVELY YOUR AGENCY
MUST GO ON THE OFFENSIVE AND HUNT DOWN
THE FRAUD RINGS AND NETWORKS
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Fraud rings are increasing in number and it has entered the public psyche that they are vulnerable. How else do you explain the success of LIFELOCK? Individuals and businesses without an “IT” department are wide open to exploitation. Its so easy to get your hands on data, low risk of getting caught and its easy to monetize. Why not? Lets break the paradigm and go after the bad guys, hunt them down as an industry. 


ﬁWhich One_—Are _Yc';u?

THE PREY THE HUNTERS
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Most FIs are the guys on the left. Happily going about their business. They know the predators are out there and they are going to eat. Maybe they have good Lion detection software and each Gnu or Gazelle thinks they are a little FASTER, A LITTLE MORE WILEY THAN THE GNU standing next to him. Its not that FALCON and “POINT” solutions are not necessary. When I first hit the private sector I was in awe. Anomoly detection, fraud rules based systems etc are effective >>>> to a point. But Networks must be identified manually. The only way to combat effectively these predators is to band together and start hunting them!
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- Scope of Fraud Losses: 267
Billion

Fraud Type Annual Losses in Billions

Health Care Fraud 60 Billion
Insurance Fraud 40 Billion
Mortgage Fraud 40 Billion
|dentity Theft 47 Billion
Stimulus Grant Fraud 40 Billion

Check Fraud 40 Billion
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THERE IS NO SHORTAGE OF PEOPLE WILLING TO  COMMIT FRAUD. There are a lot of predators out there. Fraud itself is an industry.


Medicare/Medicald Losses

The government does not measure or estimate fraud

In its programs; instead, it measures payments made
"In error.”

According to Medicare's own most recent data,
payments “made in error” amount to over $10 billion
annually. (Medicaid's payment errors in 2007
equaled a whopping $32.7 billion, according to a
report by the Department of Health and Human
Services.)




" OIG Finding re MCFU
Effectiveness

State Medicaid agency referrals accounted for 29 percent
of all MFCU-reported referrals for the 3-year study period
(2002-2005.)

Previous reports examining Medicaid suspected fraud
referrals found that State Medicaid agency contribution to
total referrals was 35 percent in 1985 (36 States
reporting) and 25 percent in 1994 (45 States reporting).

For the 3-year period from July 2002 to June 2005, the
number of referrals that an individual MFCU reported
receiving from a State Medicaid agency ranged from O to
215 for any 1-year period and from 7 to 590 for all 3
years.




OIG Findings

Only 3 MFCUSs reported receiving
over 100 referrals from State Medicaid
agencies In the last year of our study:

Florida (215 referrals), Arizona (192
referrals), and Texas (180 referrals).




The Threat

Viral

Global

Number of Fraud Operators is Increasing
Minimal Risk of Prosecution

Customers/Merchants/Businesses /Agencies are
One Step Behind

Any Payment Channel That Touches the Internet is
Insecure

Opportunities are Increasing
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KNOWLEDGE AND MEANS ARE SPREAD ON THE INTERNET. You can get anything you want and more. And frankly they know that law enforcement, anti-virus software companies, banks IT people are on their sites. But they still get the job done. (Reminds me of the days when CPUSA meetings monitored by the FBI were attended mostly by informants and agents. 

Global nature presents challenges but its getting better and we are seeing more and more international prosecutions.

Chances of prosecution are remote, thresholds are 1 million in some jurisdictions like NY, LA and Fla.

Customers are not good at IT  security. Time and time again they are the point of compromise.




=
The Strategi

% Focusing on The “What” vs the “Who”

Fraud Schemes Are Unlimited
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WE SHOULD BE MORE FOCUSED ON THE WHO VS THE WHAT. The what changes rapidly and we are always a step or two behind. The “who” needs more attention. And especially how all these “whos” are linked
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" The Tools of Government Fraud
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A lot of fraud is enabled by identity theft. When you take over a person’s identity you can get medical benefits, Welfare, WIC, SS disability, unemployment, TANF etc.

THIS IS WHERE THE PROFESSIONALS COME IN.


Fraud Risk I\/Ianage_r'he'nt Decision
Minimal Risk of Prosecution/Easy Money
Low Risk-High Reward Low Reward-High Risk

e
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RISK/REWARD. Think about it, its an easy decision. 


STATE CATCHES FRAUD RING GETTING
UNEMPLOYMENT

With the help of a high-tech data mining staff and an
Investigation into phone records, the state has
cracked down on a national ring of scammers
collecting unemployment benefits

Fraud investigators were tipped off to the scheme In
July when several claims used the same
Washington-based cell phone number.

Investigators have identified at least 54 people who
they believe have improperly collected more than
$400,000. The people live in several states,
iIncluding Montana, Texas, Louisiana and Florida.
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DME Fraud Out of Control

The Department of Justice has tried to protect
taxpayers from a fleecing. In South Florida, federal
agents recently conducted spot checks of 1,581
firms that billed Medicare for durable medical

equipment. Of these firms, 491 — nearly a third —
were fictitious storefronts submitting bogus bills to
the government and stealing taxpayer dollars




Dead Doctors

In testimony last spring before a U.S. Senate
subcommittee on crime, Professor John Sparrow a f
Harvard fraud expert told Congress of the
particularly embarrassing discovery that Medicare
nad made lots payments to doctors who were
actually deceased and whose names had been
submitted by criminals. "From 2000 to 2007,
between $60 million to $92 million was paid for
medical services or equipment that had been
ordered or prescribed by dead doctors. In many
cases, the doctors had been dead for more than ten
years," Sparrow said.




Organized Crime Gangs are Exploiting a New
Target for lllegal Profit: Medicare and
Medicaid.

Two members of a Nigerian organized crime ring are
charged with defrauding Medicare of $6 million.

Experienced in running drug, prostitution and gambling

rings, crime groups of various ethnicities and nationalities
are learning it's safer and potentially more profitable to
file fraudulent claims with the federal Medicare program
and state-run Medicaid plans.

"They're hitting us and hitting us hard," said Timothy
Menke, head of investigations for the Office of Inspector
General at the Department of Health and Human
Services. "Organized crime involvement in health care
fraud is widespread




The Threat

“Criminals who commit health care fraud are
becoming more sophisticated and are often
organized crime enterprises. They are preying on
both providers and beneficiaries by illegally obtaining
their provider or enrollment information and using it
to submit fraudulent billings to Medicare and
Medicaid”

William Corr, Deputy Secretary HHS
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Worrying trend...

Work alone

Single identity

Target one organization

Limited understanding of systems
Little knowledge of thresholds
May know an insider

Focus on one product/brand

Focus on one mode of fraud at a
time

Impatient & often greedy
Traditional systems and software
products using scorecards and

profiling alone focus on only
preventing opportunistic fraud

Work in organized gangs

Multiple fraudulentidentities

Target multiple organizations/brands
Detailed fraud systems knowledge
Continually test thresholds

Place and/or groom insiders

Use many products/brands concurrently

Operate multiple fraud modes & evolve
continuously

Patiently operate below the radar

Enhanced focus on networking fraud
data will detect and prevent both
opportunistic and professional/
organized fraud
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Criminal Violations That Support
Terrorist Financing

Check, credit card, loan and debit fraud
Health Care Fraud

Cigarette Tax Fraud

WIC Fraud

Stolen Infant Formula
Copyright violations
Insurance Fraud

Mortgage Fraud

Internet fraud schemes

Investment frauds

Drugs (Spain, UK and Bali Bombers financed by crimes)

Taliban, FARC fully financed by drug cultivation and wholesale
sales.




FRAUD SUPPLY CHAIN

Data/Equipment/Knowledge Acquisition (Theft)
Data Fencing/Equipment Sale/Knowledge Passes

Monetization
e This is where fraud operator’s vulnerabilities begin to show
e Data is “captured”
e Links are made with this data
e Money Mules Surface and act

Proceeds Laundered
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THIS MAKES THEM VULNERABLE WHEN THE “SURFACE” TO EXPLOIT THE DATA.


EBlUnderboss Says Cyber Criminals
The New Mafia
Steve Chabinsky: FBI DAD Cyber

A determined adversary will always be able to
penetrate a targeted system

Cyber crime holds the potential to cripple businesses

and services

Serious cyber crime is becoming dominated by
criminals who view themselves as
businessmen...and cyber crime is their business

These criminals work like “corporations” with
extraordinary logistics.




Cyber Mules

Mules and their handlers have done their
homework—they know how agencies attempt to flag
fraud, attempt make claims that go unnoticed, and
often purchase cell phones in the area codes of the

so that their location when verifying transfers via
phone seems legitimate.

 One and Done
o Career

* Premier

* Franchisers




Specializations

Coders or
programmers

Distributors or vendors

Techies
Hackers
The fraudsters

Hosters

The cashers
Tellers
Money Mules
Leaders




~—The Whac- a- Mole Strategy is




Many user accounts but
one underlying identity

In this network there
are multiple fraudsters
collaborating (different
identities — some
common details)

Red indicates “known
fraud”

Notice the obvious
“Hubs” in this Network




Social Network of Fraud

People & Transactions Are Socially Connected

FRAUD \ h
ACCOUNT
Address

OPEN CHEKCING

,"’ ACCOUNT Py E
OPEN SAVINGS h
ACCOUNT
Address

CLOSED CREDIT t’
CARD ACCOUNT FRAUD ‘

ACCOUNT




NICB Model
“It Takes a Village”

Industry Shares Claims data

NICB has 175 investigators and analysts dedicated to
identifying insurance fraud rings and networked
fraudulent activities

They share intelligence, trends and patterns and active
networks that have been identified

“Questionable claims” referred to NICB for development
of case and linking to a Fraud Ring utilizing link analysis
software

NICB says “the more data provided to analyze the better
chance of making a link

Losses reduced/deterrent introduced




~ Multi Agency Strategy:
Going Hunting!

Present a Deterrent/Introduce Risk to the Fraud
Profession

Join Forces to ldentify the Fraud Networks

t Takes a Network to Catch a Network

Hunt Down the Fraud Networks

nterrupt the Supply Chain

Help Law enforcement Make Prosecutable cases

Tear Down Those Walls
The Obstacles are More Cultural Than Legal
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Breaking Down Fraud Silos

Integrating Detection Capability Across an
Organization

Stu Bradley
Director — SAS Fraud and Financial Crimes Practice
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Abstract:



Across industries, from Financial Services to Healthcare to Government, detection of fraud, waste, and abuse (‘fraud’) is managed within silo’d business units, product lines, programs, or agencies resulting in undetected risks.  As fraud is becoming ever more sophisticated, perpetrators take advantage of these silos by spreading their activity across multiple products, channels, and programs to avoid detection.  This sophistication combined with disparate detection methods is resulting in a ‘perfect storm’, with fraud at all time highs across industries.

 

Typically information only comes together after fraud is identified, losses have occurred, and the referral is passed to a centralized investigations unit, as this has historically been the easiest single point of integration within organizations.  While consolidating investigations improves efficiency, it is still a recovery-based reactionary approach that has limited impact on reducing fraud losses.   As such, organizations are shifting focus to proactive techniques through breaking down silos, sharing data and information, and integrating detection capability further upstream in the transaction lifecycle.  This approach provides organizations a holistic enterprise view of fraud and truly impacts fraud loss.




Fraud — a Multi Industry Epidemic

According to javelin research, some 6.8 million Americans
S i were victimized by card fraud in 2007. They estimate losses
. at some $30.6 billion in 2007."

javelingroup

“More people tolerate fraud and are softer about
punishment”. The coalition estimates $80 Billion in US
insurance fraud annually.?

Z= Coalition Against
Insurance Fraud

The National Health Care Anti-Fraud Association (NHCAA)
estimates conservatively that 3% of all health care

N HC A A spending—or $68 billion—is lost to health care fraud.’

Mational Health Care AntiFrand Association® AN €stimate by the FBI places the loss due to Zlealth care
fraud as high $226 billion each year.

The Foodstamp program’s improper payment rate is about 6
percent, costing taxpayers about $1.7 billion annually.5

Almost $4 billion of annual Unemployment Insurance benefits
are improper or fraudulent.

Supplemental Security Income program pays out $4.6 billion
in improper and fraudulent benefits annually. 35


http://online.wsj.com/
http://online.wsj.com/
http://www.javelingroup.com/index.html

The Fraud “Perfect Storm”

Increasing Fraud - The Business Problem

= Fraudsters

* Far more sophisticated — organized, patient, share rules
Engage insiders to understand detection environment
Hit multiple channels and industries at the same time
Continuously evolve fraud strategies
High velocity of attacks — disappear after 2-3 transactions

= Current Fraud Systems
« Silo’d by agency / lines of business — No sharing of data
« Act only on transactions or entities
* Rules and predictive models have limitations

* No real proactive steps taken to combat cross channel fraud
» Evidence insufficient to act upon

36
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Q:  Why does fraud seem to be running so rampant across our institutions?  

A:  Our institutions are being hardest hit by the organized criminal with a level of sophistication that exceeds an institutions ability to detect, resulting in a ‘perfect storm’ with fraud at all time highs across industries.



Information on how to commit fraud successfully is available in many different forums.  Fraudsters often engage insiders, both knowingly and unknowingly, for information.  For example, every time a fraudster dials into a call center, they log pertinent data points about the detection capability and associated processes – all valuable in crafting their strategies.  Fraud scheme blueprints and devices (e.g., card skimmers) can be purchased on the darkest corners of the internet.  In fact, sources say that even government agencies manage some of these sites in order to keep tabs on fraudsters and the latest schemes.



The availability of such information, in combination with the recent trend of fraudsters continuously evolving their fraud strategies and leveraging multiple real and fictitious identities to spread activity across products, channels, programs, and industries, creates mass difficulties for organizations to keep up.



On top of the sophistication of fraudsters, detection of fraud, waste, and abuse (‘fraud’) across industries is typically managed within silo’d business units, product lines, programs, or agencies resulting in undetected risks.  Perpetrators take advantage of these silos and are able to hide within these system and organizational limitations to avoid detection.  Criminals do, however, leave traces and clues within an organizations data that can be detected through using a combination of advanced analytic approaches to overcome the limitations.  This presentation will focus on several ways for institutions to become proactive in preventing fraud and uncover the evidence sufficient to take remedial action.


Trend in Fraud Detection — Upstream Integration

ta

é Data Access Ari?yﬁia Alert Case
a & Integration 2 St Management Management

£ )

Trend is moving integration of data and analytics
upstream in the fraud management process

37
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From a 10,000 foot view, fraud detection can be broken down into 4 key functional areas:

Data Access & Integration:  in order to do an effective job at fraud detection, access to data is a must.  At a minimum, organizations must have the ability to obtain transactional data (e.g., credit card transactions, claims) on a forward going basis in order to apply fraud business rules to flag suspicious activity based upon known indicators.  Furthermore, storage of this transactional data will promote the tracking of behavioral patterns and identification of any deviations.   The aggregation and maintenance of historical information is not only key to further the tracking of behavioral patterns, but is required if organizations wish to use historical fraud trends and schemes for predictive modeling to identify future fraud cases in a more timely fashion.  And most importantly, for organizations to become truly proactive in fraud detection, they must look to expand beyond standard transactional data into other account variable data (payments, overdrafts, balances, etc…), customer level data (static and variable), and non-monetary transaction data (applications, IP log-ins, call center contact, etc…), as well as aggregate this data across products, channels, and agency programs.

Data Analysis & Detection:  Once available, data can be analyzed in real-time, near real-time, and batch to flag suspicious activity.  This includes the ability to assimilate data from multiple sources and apply a series of heuristic rules and predictive analytics to accurately assess monetary and non-monetary transactions, account activity, and customer state.

Alert Management:  Once suspicious activity is flagged, alert management provides the mechanism for accepting, prioritizing, and distributing alerts from various fraud detection models and solutions used across an enterprise.  This function is handled through a user interface and provides the facility for triage analysts to access pertinent information, record actions taken, and determine if fraud is present.  The triage process is typically the first line of defense that allows analysts to review flags, conduct research, and contact customers (if required) to eliminate false positives and ensure that only the appropriate alerts become cases.

Case Management:  After a triage analyst deems that fraud is present or that a full field investigation is required, the alert and associated information is passed to case management.  Case management provides a structured environment for investigators to manage their process workflows, document loss incidents, collect information and documentation for civil and criminal prosecution, manage restitution and collections, report on fraud management performance, and file necessary regulatory reports.  Case management will also provide for the storage of documents collected in the investigation process.



Historically, since organizations have been silo’d, there have been different functions responsible for certain products and programs resulting in disparately owned data.  In addition, each function has different objectives, and thus has typically implemented a specific fraud detection capability to meet specific needs.  As such, some large multi-product/program organizations have found themselves with over 60 different disparate technologies for fraud detection.  



Due to this silo’d approach (specific detection capability and triage units for each product/function), it has been easier for institutions to start enhancing fraud detection through implementing case management solutions, as this has historically been the single point of consolidation of all fraud investigations (post triage).  Though this has helped in driving consistency and efficiency in the field investigation process, it has not resulted in the desired result of incremental fraud prevention.  Therefore, institutions are starting to push the integration further upstream in the data integration and detection processes to truly have a positive effect on fraud.
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Enterprise Case Management
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Whether it is an enterprise approach across a banks footprint, an insurance company’s P&C, life, workers compensation, general liability, commercial auto, and travel insurance lines of business, or a state or federal government agency’s programs, the same enterprise platform can be used to rationalize IT infrastructure and detect incremental levels of fraud.


§Ssas.
Enterprise Fraud Platform

/9.2 Business Analytics Framework

SAS Fraud Framework Core Components

Prevention

Detection

Woelfare / :
Social Program Ih:ﬂe:;i::;i% Tax
Services Evasion Fraud Evasion
Fraud

Law
Enforce-
ment

Detg:ﬂ:paﬂ‘ﬁm S“ﬂ?.‘w;st;:mk I Alert Management Case Management

Data Quality &
Integration

Business Intelligence &

Analytics Reporting

\




Approach needed for combating sophisticated fraud
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Industry Best Practice — End-to-end Process

-

Operational
Data Sources

Tax Records

Claims

i\

Providers

Payments

~

v

p
Exploratory h
Data Analysis & i

Transformation

Process Flow

Alert Generation Process

Business — Alert SAS® Social
Fraud Data Rules Administratio =" Network
Staging n Analysis
® Network

— ]

Netwo_rk

Analytics
Anomaly
Predictive

i

Learn and
Improve
Cycle

Case Management

Alert Management &
Bl / Reporting
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Fraud Framework

So what SAS does with this hybrid approach is provide the framework to make it operational. Multi-Industry; Banking, Insurance, Healthcare and Government and multi-line within industry The SAS fraud framework is built upon proven SAS technology. It marries the components of detection, alert management and case management while also providing the power of Social Network Analysis.  All within a framework that can learn and improve while being flexible to  a customer’s needs for individual components.




Industry Best Practice — Hybrid Analytics

Using a Hybrid Approach for Fraud Detection

Enterprise Data

Suitable for known

Suitable for unknown

Suitable for complex

Suitable for associative

patterns patterns patterns link patterns
/\ /\ . . .
~— ~— Rules Anomaly Predictive Models Social Network
Employer| [ Medical . .

Data | [Procedure Detection Analysis
v v . . . - . - .
o — Rules to filter fraudulent Detect individual and Predictive assessment Knowledge discovery
< J K ) employers and aggregated abnormal against known fraud through associative link

. behaviors patterns cases analysis

Claims | |Payments
~_ “ ~__ | Examples: Examples: Examples: Examples:
O O - Nowitness « Ratio of $/ procedure = | « Like patterns of « Provider/claimant ass-
Provider /| [IRS/ State| | « procedure code does exceed norm ;I::Jrgs as known ociated to known fraud
Member | | ‘Agency not match diagnosis « Distance travelled for « Identity manipulation

. . : service exceeds norm e Like up-coding across employers

L Subm_lt WC Claim for _ behavior as known -
N~ N~ unregistered employer | ¢ Length of claim fraud provider e Suspicious referrals to

Known | | 3" Party , , exceeds norm for P linked providers

Bad Lists | |  Data » Delay in reporting a injury (malingering) « Like provider/network : :
~ claim « high network velocity

growth rate (velocity)
\

Hybrid Approach

Proactively applies combination of all 4 approaches at entity and network levels
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Hybrid Approach

Historically, fraud detection systems have relied primarily on business rules. This has been good for identifying reoccurrences of lessons that have already been learned. When you touch that hot pot on the stove, you learn not to touch it again. But there are three main issues with utilizing only this methodology. First, business rules create a lot of noise. Legitimate customers constantly do things that look suspicious. Deposit a check greater than average, submit a claim, change their address, add a bill pay to their online banking. False positives take time to triage and result in operational inefficiency. Second, business rules become common knowledge to the fraudsters. Either by trial and error or worse, infiltration of the organization, business rules become known. Which results in fraud loss, which results in constant tweaking of dollar thresholds, which result in more operational inefficiency. And third, business rules aren’t forward looking. They aren’t there to catch tomorrow’s fraud. 

What a hybrid approach offers, what an approach utilizing advanced analytics offers, what SAS offers, is a methodology that helps counter the problems that a business rule only approach fails to address. Using the concept of risk factors we can begin to move into a world where we are dollar amount agnostic. Organizations shouldn’t be forced to only try to catch the fraud over a certain dollar amount. All fraud losses are going to the bottom line and in today’s economic climate every dollar counts. Secondly, a hybrid approach looks for true fraud anomalies. Do you want to catch tomorrow’s fraud today or wait until you burn your hand on that pot before doing something about it. And finally, Social Network Analysis brings to the table a new tool for detecting and visualizing fraud. Too often investigators are so focused on individual cases that they don’t see the forest for the trees. SNA is about discovering previously hidden relationships that are meaningful to an organization.




Social Network Analysis — The New Frontier
Automatic linking, scoring, and visualization

= Entity Resolution
* Collapse nominals
e Single view of entities
= |terative network build and
refinement
« Statistical binding of entities
» Soft / behavioral links

= Network scoring & evaluation

* Rule and analytic-based
scoring

« Configurable prioritization
* Network visualization
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Historically, network building (or link analysis) has been done manually in investigative units on the back end of the fraud investigation process.  This has been limited to only a small fraction of fraud cases due to the time consuming nature of the manual process and the fact that these relationships remain hidden within the data.  The manual link analysis process typically occurs only when investigators suspect organized crime or when tips are received internally or from law enforcement.



Automated network build is a huge driver to efficiency and incremental detection because it builds networks across all data and leverages the entity relationships in scoring and prioritization of fraud cases.  As we know, fraud is contagious and fraudsters will leave traces and clues within an organizations data.  Social Network Analysis will uncover these traces and clues and identify suspicious behavior at an aggregate level, where individual entities are not suspicious on their own.



The network build process is much more than simple linking.  It is iterative and relationships are statistically refined so that the social networks have a high degree of significance – this is a must for utilizing networks effectively.  For example, two people that live at an address at the same time or use the same cell phone number means that they more than likely know each other and should be linked in the same network.  On the other hand, if two people work at SAS, an organization with ten+ thousand employees, this link is not significant and will not be sustained (based upon the number of entities within the data that list SAS as an employer).  



Soft links are behavioral links and are applied to the social networks after they are created, otherwise they would not be meaningful.  For example, if multiple variations of the same name are appearing in the same social network, it may be a fraudster attempting to avoid detection by appearing as two individuals.  This instance would be linked and flagged as identity manipulation.



The prioritization and visualization allows investigators to delve into diagrams of social networks to see a complete picture of individual entities, their products, transactions, and connections at the click of a button.  Investigators can then drill down into underlying data to obtain full details across all the linked entities within a single user interface, allowing exploration of all pertinent information in minutes rather than days and action to be taken quickly.




Single portal for holistic view of
fraud (current & historical cases)

Permission based access
defines user capabilities

Automated method to define and
design fraud processes

Multiple, customized workflows for
various case types & processes

Critical information in readily con-

sumable format via visual interface

Customized reports and inter-active

dashboard access on- demand
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The final piece of the recommended end-to-end process that should not be under represented is Enterprise Case Management (ECM).  Though ECM alone does not have the effect of mass reduction in fraud loss, it does drive consistency and efficiency into the field investigation process.



The ECM capability enforces best practices and proper gathering of evidence to complete the fraud investigation process.  It provides a structured environment for managing investigation workflows, attaching comments or documentation, and recording financial/loss information.  Case management is the backbone of documenting investigation processes, exposures, and losses and for driving consistency into the process.  This consistency helps ensure that case files are completed appropriately and that the cases referred to law enforcement and the district attorney have sufficient evidence for prosecution.  

 

An Enterprise Case Management solution must be user configurable and work flow based with a full repository for storing and tagging investigation and case documentation.   ECM will receive referrals and incident alerts requiring investigation from multiple disparate monitoring systems and is utilized to support and drive consistency into the field investigation process, no matter the origination of an alert.  Automatic pre-population of field level data from Alert Management functions streamlines the investigation process and prevents rekeying errors, while the disposition and tracking of case outcomes supports the enhancement of future monitoring based upon historical information.  Integrated reporting and dashboards provide management the facility to oversee the fraud investigation processes and balance workloads for effectiveness, as well as highlight fraud trends.


Why an end-to-end Approach with Hybrid Analytics?

Provides the ability to apply Rules, Predictive Models,
and Anomaly Detection on linked data

More fraud/actionable cases identified

 Including previously undetected opportunistic and organized fraud and
network based extensions to already identified cases

Reduction in false positive rates

» Holistic information reduces false positives by up to 10+ times over
traditional entity centric approaches

= Improved analyst / investigation efficiency

« Each referral takes 1/2 — 1/3 the time to investigate using network
visualization on aggregated data

Significant increase in ROI per analyst / investigation
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Throughout, we have discussed the benefits to breaking down the artificial silos within an organization, applying advanced analytics on aggregated data, and using technology to drive efficiency and effectiveness into the fraud investigation process.  This approach will allow organizations to better leverage their underutilized data assets and further understand their customers and program participants through looking at their behavior holistically across products, channels, and programs.  This holistic view will allow organizations to keep up with the ever increasing levels of fraud sophistication and uncover the organized behaviors which present the greatest reputational and financial risks to the enterprise.

 

As organizations shift from recovery-based reactionary approaches to proactive techniques focused on the integration of data and detection capabilities, great impact to fraud loss will occur.

Incremental fraud will be detected and better prioritized, allowing organizations to maximize effectiveness with the limited investigative resources they have.

False positives will be reduced through the holistic view of fraud behaviors across products, channels, and programs.

Efficiency will be driven by reduction in false positives, ability to access aggregated data in a single solution interface, and automated generation and visualization of social networks.

 

Based upon significant return on investment, the age of disparate detection methods will soon be replaced by integrated solutions, allowing organizations to weather the ‘perfect storm’ in today’s fraud environment. 


Case Study - County Department of Social Services
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Highlights

*32 times increase in # fraud
rings detected annually

e|ncremental estimated save
of $31.1M annually

*83% correct hit rate on
provider fraud

*40% correct hit rate on
participant fraud

*6 years of historical data
from 5 data source systems

Business Problem

The Department of Social Services of a large US County was being hit by fraud, waste,
and abuse across their public assistance programs. The County engaged SAS to
pilot the SAS Fraud Framework to determine if the data analytics and visualization
solution could assist in proactively detecting both opportunistic and organized

fraud across providers and participants in the Childcare program.

| SAS Approach

SAS subjected 6 years of historical data to the predictive capabilities of the SAS
Fraud Framework. Client investigators evaluated the solution results during a 3 week
validation period against 4 main categories: Ease of analyst use, investigative
efficiency, earlier fraud detection, and incremental fraud detection.

Results

The pilot resulted in a business case and deployment roadmap for full implementation:
» Investigative Efficiency: $3.0M (saved across 40 investigators)
» Earlier Detection: $1.6M annually
* Incremental Detection: $26.5M annually
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Highlights
*Advanced analytics drove 35%
better results than competition

* 36% lift on claim referrals
o 25% lift on network referrals

eIncremental estimated save of
$10.3M annually (for same # of
annual investigations)

*57% lift over current process
*45% correct hit rate on claims
*67% correct hit rate on networks

*100% of WC and GL claims
processed (~$16B claims)

Case Study — Workers Compensation Insurer

Business Problem

A large US commercial insurer was incurring significant fraud losses across their lines
of business. The insurer engaged 3 vendors in a competitive pilot to determine the
solution that would provide the most lift over their current rules and models and
enhance effectiveness of the triage and fraud investigation teams.

_ SAS Approach

SAS subjected 4 years of historical data to the predictive capabilities of the SAS
Fraud Framework. Client investigators evaluated the solution results during a 3 week
validation period to identify incremental fraud detection at the claim and network levels,
reduction in false positives, and enhancements to investigative efficiency.

Results

The key client decisioning factors for vendor selection include:
* Incremental Detection: $10.3M annually (for same number of investigations)
» ADVANCED ANALYTICS, allowing the appropriate prioritization of
investigator time and extraction of maximum value. Using SAS advanced
analytics, SAS performed 35% better than all other vendors.
* OPEN ARCHITECTURE, allowing client to become self sufficient vs. other black
box + services based approaches (self sufficiency can result in significant
annual savings on services costs.).
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Create Coherence
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Composition of Implementation
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